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Legal notices 
Confidential computer software. Valid license from HP required for possession, use or copying. Consistent with FAR 
12.211 and 12.212, Commercial Computer Software, Computer Software Documentation, and Technical Data for 
Commercial Items are licensed to the U.S. Government under vendor's standard commercial license. 
The information contained herein is subject to change without notice. The only warranties for HP products and services 
are set forth in the express warranty statements accompanying such products and services. Nothing herein should be 
construed as constituting an additional warranty. HP shall not be liable for technical or editorial errors or omissions 
contained herein. 

Warranty 
A copy of the specific warranty terms applicable to your HP product and replacement parts can be obtained from your 
local Sales and Service Office. 

Restricted Right legends 
Use, duplication, or disclosure by the U.S. Government is subject to restrictions as set forth in subparagraph (c) (1) (ii) of 
the Rights in Technical Data and Computer Software clause at DFARS 252.227-7013 for DOD agencies, and 
subparagraphs (c) (1) and (c) (2) of the Commercial Computer Software Restricted Rights clause at FAR 52.227-19 for 
other agencies. 
HEWLETT-PACKARD COMPANY 
3000 Hanover Street 
Palo Alto, California 94304 U.S.A. 
Use of this documentation and any supporting software media supplied for this pack is restricted to this product only. 
Additional copies of the programs may be made for security and backup purposes only. Resale of the programs, in their 
present form or with alterations, is expressly prohibited. 

Copyright Notices 

© Copyright 2001–2009 Hewlett-Packard Development Company, L.P. All rights reserved. Reproduction, adaptation, or 
translation of this document without prior written permission is prohibited, except as allowed under copyright laws. 

Trademark Notices 
Microsoft®, Windows® and Windows NT® are U.S. registered trademarks of Microsoft Corporation. 
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Revision History 
 

Table 1 Revisions 

Date Edition Revision 

October 2009 1.0 Initial release for Virtual CAS version 9.10. 
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Overview 
The Virtual CAS is a pre-packaged CAS system that includes advanced authentication, access 
control, and auditing capabilities. Customers may download and run this virtual appliance on a 
VMware Server host system, in lieu of a basic CAS. 

New Features 
• Some directories and example files have been added to aid in dual-NIC configurations. 
• Template files are now shipped in the kit and are located in /usr/share/hp-rdacas. The 

program cassetup uses these files to provide a mechanism to ensure that the Virtual CAS 
can recover from errant package installations overwriting configuration files in /etc. 

• The APT update repository has been changed to h20529.www2.hp.com. 
• Cosmetic upgrades to "streamed" output views during vCAS setup, updates, source fetching, 

CRL fetching, and revocation auto-detect. 

Fixed Problems 
This release addresses these issues: 
• An upgrade of the lighttpd package will overwrite /etc/lighttpd/lighttpd.conf. Logic 

has been added to prevent overwriting Debian "conffiles". 
• ntpd was not restarted when changing NTP server address. ntpd is now restarted whenever 

cassetup or the web user interface changes the NTP server address. 
• hp-rdaauth package now runs ldconfig in post-install and post-remove procedures to ensure 

that the supplied libraries are in the run-time linker cache. 
• During initial setup the dhclient3 daemon did not properly shutdown leaving a stray NTP 

configuration file, /etc/ntp.conf.dhcp, and a running dhclient3 daemon. The presence 
of the file /etc/ntp.conf.dhcp precluded the settings in /etc/ntp.conf thus disabling 
the ability for the web UI to modify the NTP settings. The leftover dhclient3 daemon would 
wildly change the IP address until the system was rebooted. Now, when changing the IP 
address, the setup procedure summarily annihilates the dhclient3 daemon and 
unceremoniously deletes /etc/ntp.conf.dhcp. 

• When entering a proxy specification containing credentials in the Web Proxy URL text box an 
error message box would pop up indicating a bad web proxy server address. For example, a 
string in the form of 

was not accepted. The web UI has been changed to allow the specification of web proxy server 
credentials. 

http://user:password@host.domain:port 

• The file /etc/apt/apt.conf was not correctly edited when updating the web proxy. Now, 
when updating the web proxy server, the file /etc/apt/apt.conf is correctly modified. 

• The web user interface did not allow a numeric IP address for the NTP server. The web UI now 
allows numeric IP addresses. 

• Dynamic output from vCAS setup, updates, and other configuration would sometimes hang or 
abort with "Response: undefined Reason: undefined" errors. This has been fixed. 

• For more detailed change descriptions, see the following files: 
○ /usr/share/doc/hp-rdaauth/changelog.Debian.gz 

○ /usr/share/doc/hp-rdacas/changelog.Debian.gz 
 

 NOTE: Both of the files can be viewed using the zcat and zless commands. 
 



 
 
 

 
 
 

 

 
 

  
 

6 

 

Known Issues  
• Updates will not work with web proxy servers using digest authentication. This is a known 

limitation of the Debian apt-get program. Our testing indicates that basic authentication works. 
NTLM authentication has not yet been verified. 

• OCSP certificate checking does not work with a web proxy server. This is a current limitation 
with the OpenSSH X.509 patches that the Virtual CAS uses. 

Installation Instructions 
• Log into the Virtual CAS’s Web UI and select Updates in the left-hand column. 
• Click on the Check Now button. You should see a list of packages that will be updated. 
• If you wish to update your Virtual CAS, click on Update Now. 

The Virtual CAS version is displayed in the center right portion of the banner. After updating you 
should see ‘9.10-xxx’ indicating the Virtual CAS has been updated. Please note that you may 
have to clear your web browser’s cache and completely restart your web browser for the web UI 
changes to take effect. 

Supporting Documentation 
See the following document for more information about Remote Device Access: 

HP Insight Remote Support Advanced and Remote Device Access Security Overview available at: 

 

http://www.docs.hp.com/en/netsys.html#Remote%20Device%20Access 

 

 

 


